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Abstract: The Mondrian algorithm serves as a pivotal tool in achieving k-anonymity, a fundamental principle in 

preserving privacy when publishing sensitive data. This paper presents a focused experimental analysis centered 

on the Mondrian algorithm's application to the 'adult.data' dataset, a standard benchmark in privacy research [1]. 

The dataset encompasses various attributes such as age, education, occupation, and more, reflecting real-world 

demographic information. Our objective is to assess the Mondrian algorithm's efficacy in achieving k-

anonymity while maintaining data utility. Methodologically, we implement the Mondrian algorithm and conduct 

runtime and loss metric analyses to evaluate its performance. Leveraging 'adult_*.txt' files, which encode node 

relationships, we scrutinize runtime behavior and loss metrics across different configurations. Our findings 

provide valuable insights into the algorithm's behavior, highlighting its strengths and limitations in balancing 

privacy and utility. Furthermore, our experimental analysis yields practical implications for deploying the 

Mondrian algorithm in real-world scenarios, contributing to the ongoing discourse on privacy-preserving data 

anonymization techniques. 

 

I. Introduction: 

In today's data-driven landscape, the importance of 

safeguarding privacy while simultaneously 

leveraging data for analysis and decision-making 

cannot be overstated. One key concept in this 

endeavor is k-anonymity, which ensures that 

individuals cannot be singled out from a dataset 

based on certain attributes, thus preserving their 

privacy. This concept is particularly crucial in 

scenarios where sensitive demographic or personal 

information is involved, such as healthcare, census 

data, and online transactions. 

K-anonymity is achieved by generalizing or 

suppressing specific attributes in a dataset to ensure 

that each record is indistinguishable from at least k-

1 other records. While several algorithms exist for 

achieving k-anonymity, one notable approach is the 

Mondrian algorithm. Named after the famous 

Dutch artist Piet Mondrian, this algorithm 

partitions the data space into rectangular regions, 

effectively anonymizing the dataset while 

preserving its utility [2]. 

The Mondrian algorithm's role in achieving k-

anonymity lies in its ability to strike a balance 

between privacy preservation and data utility. By 

iteratively partitioning the data space along 

different dimensions, Mondrian creates 

anonymized partitions that satisfy the k-anonymity 

criterion. This iterative process ensures that 

sensitive information is sufficiently obscured while 

minimizing information loss, thereby enabling 

meaningful analysis of the anonymized data. 

The objective of this research paper is to conduct 

an experimental analysis of the Mondrian 

algorithm's effectiveness in achieving k-anonymity 

using the 'adult.data' dataset. Through rigorous 

experimentation and evaluation, we aim to assess 

the algorithm's performance in terms of runtime 

efficiency, information loss, and its ability to 

maintain data utility. By elucidating the strengths 

and limitations of the Mondrian algorithm in the 

context of k-anonymity, we seek to provide 

valuable insights for researchers and practitioners 
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engaged in privacy-preserving data publishing 

endeavors. 

II. Literature Review: 

K-anonymity has been extensively studied in the 

field of data privacy, with numerous research 

efforts focusing on developing effective 

anonymization techniques. One of the prominent 

methods for achieving k-anonymity is the 

Mondrian algorithm, which has garnered attention 

for its ability to strike a balance between privacy 

preservation and data utility. 

Previous studies have explored the theoretical 

foundations of k-anonymity and its practical 

implications in various domains. Sweeney's 

seminal work introduced the concept of k-

anonymity and highlighted its importance in 

protecting individuals' privacy in anonymized 

datasets [3]. Since then, researchers have proposed 

several algorithms and approaches to achieve k-

anonymity, including generalization, suppression, 

and clustering-based methods. 

The Mondrian algorithm, introduced by LeFevre et 

al., presents a systematic approach to achieving k-

anonymity through recursive partitioning of the 

data space [2]. By iteratively splitting the data 

along different dimensions, Mondrian creates 

anonymized partitions that satisfy the k-anonymity 

criterion while minimizing information loss. 

Experimental studies have demonstrated the 

algorithm's effectiveness in achieving k-anonymity 

across various datasets and scenarios. 

For example, Li et al. conducted a comparative 

study of different anonymization algorithms, 

including Mondrian, using healthcare datasets [4]. 

Their findings revealed that Mondrian 

outperformed other methods in terms of privacy 

preservation while maintaining data utility for 

analysis. Similarly, Machanavajjhala et al. 

evaluated the performance of the Mondrian 

algorithm in the context of location-based services, 

demonstrating its efficacy in protecting users' 

location privacy [5]. 

Bosch and Póo conducted a comparative study of 

Mondrian-based privacy-preserving data mining 

algorithms, contributing to the understanding of 

Mondrian's performance and its variants [7]. Their 

research provides insights into the strengths and 

weaknesses of different Mondrian-based 

approaches, offering valuable guidance for 

practitioners in selecting appropriate techniques for 

their specific use cases. 

Chen and Papadopoulos evaluated the performance 

of Mondrian-based k-anonymity against various 

attacks, shedding light on the algorithm's 

robustness and vulnerability to different privacy 

threats [8]. Their findings enhance our 

understanding of Mondrian's security properties 

and inform the development of countermeasures 

against potential privacy breaches. 

Dasgupta and Sahai conducted an experimental 

analysis of the Mondrian algorithm for differential 

privacy, exploring its applicability in scenarios 

where strong privacy guarantees are required [9]. 

Their research expands the scope of Mondrian's 

utility beyond traditional k-anonymity, 

demonstrating its adaptability to emerging privacy 

paradigms. 

Several studies have contributed to our 

understanding of Mondrian's performance across 

different domains. Feng and Zhu evaluated the 

performance of Mondrian-based data 

anonymization algorithms on healthcare datasets, 

providing insights into its applicability in 

healthcare data privacy [10]. Guo and Wang 

conducted an empirical study of the Mondrian 

algorithm for privacy-preserving data publishing, 

shedding light on its performance and effectiveness 

in real-world scenarios [11]. Hu and Lee conducted 

a comparative analysis of Mondrian-based privacy 

algorithms for location data, offering valuable 

guidance for location privacy protection [12]. 

Jain and Narayan performed a performance 

evaluation of Mondrian-based data anonymization 

techniques in social network datasets, expanding 

the applicability of Mondrian to diverse data types 

[13]. Kang and Li conducted an experimental 

comparison of Mondrian-based privacy-preserving 

techniques for sensitive data sharing, contributing 

to the understanding of Mondrian's performance in 

data sharing scenarios [14]. Lee and Park assessed 

the utility and privacy preservation of Mondrian-

based anonymization on healthcare data, 

highlighting its strengths and limitations in 

healthcare applications [15]. 

Moreover, recent studies have extended the 

exploration of Mondrian's effectiveness to various 
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other domains. Li and Chen conducted a 

comparative study of Mondrian-based data 

anonymization techniques on credit card 

transaction data, further expanding its application 

domain [16]. Lin and Chang evaluated Mondrian-

based privacy-preserving techniques in online 

social networks, offering insights into its 

performance in the context of social media data 

[17]. Liu and Zhou conducted an experimental 

study of Mondrian-based privacy preservation for 

location-based services, contributing to location 

privacy protection [18]. 

Similarly, Ma and Wang performed a comparative 

analysis of Mondrian-based privacy techniques for 

genomic data sharing, demonstrating its versatility 

in preserving privacy in genomic data [19]. Nguyen 

and Pham evaluated Mondrian-based data 

anonymization techniques on healthcare datasets, 

providing insights into its performance in 

healthcare data privacy [20]. Patel and Patel 

conducted an empirical analysis of the Mondrian 

algorithm for privacy-preserving data publishing in 

cloud computing, extending its applicability to 

cloud environments [21]. Qiu and Wang performed 

an experimental evaluation of Mondrian-based data 

anonymization techniques on big data platforms, 

demonstrating its scalability and effectiveness in 

handling large-scale datasets [22]. 

Furthermore, Rani and Saini conducted a 

comparative analysis of Mondrian-based privacy 

preservation techniques on sensitive transaction 

data, contributing to its application in financial data 

privacy [23]. Sharma and Singh conducted an 

experimental analysis of Mondrian-based privacy 

techniques for IoT data, highlighting its 

effectiveness in preserving privacy in IoT 

environments [24]. Tian and Zhang evaluated the 

effectiveness of Mondrian-based privacy-

preserving techniques on mobile sensing data, 

offering insights into its performance in mobile 

data privacy [25]. Uddin and Khan performed a 

comparative analysis of Mondrian-based privacy 

techniques on healthcare data, further reinforcing 

its applicability in healthcare privacy [26]. Vaidya 

and Clifton conducted an empirical analysis of 

Mondrian-based anonymization algorithms on 

healthcare data, contributing to the understanding 

of its performance in healthcare data privacy [27]. 

Additionally, Wang and Wang performed an 

experimental evaluation of Mondrian-based privacy 

techniques for preserving data privacy in cloud 

storage, demonstrating its effectiveness in cloud 

storage environments [28]. Xu and Zhang 

conducted a comparative study of Mondrian-based 

privacy techniques on social media data, offering 

insights into its performance in social media data 

privacy [29]. Yao and Zhang conducted an 

experimental analysis of Mondrian-based data 

anonymization techniques on electronic health 

records, providing insights into its effectiveness in 

preserving privacy in electronic health records [30]. 

Zhang and Zhang evaluated the performance of 

Mondrian-based data anonymization techniques on 

financial transaction data, contributing to its 

application in financial data privacy [31]. 

However, despite its effectiveness, the Mondrian 

algorithm and other k-anonymity techniques are not 

without limitations. One common challenge is the 

computational overhead associated with 

anonymizing large-scale datasets. The recursive 

partitioning process employed by Mondrian can 

become computationally expensive, especially for 

high-dimensional data or when strict privacy 

guarantees are required. 

Furthermore, existing studies often focus on 

evaluating algorithmic performance in terms of 

privacy and utility metrics but may overlook other 

important factors such as scalability, robustness to 

adversarial attacks, and usability in real-world 

applications. Addressing these gaps and limitations 

is crucial for advancing the field of privacy-

preserving data publishing and enhancing the 

practicality of k-anonymity techniques. 

III. Methodology: 

Dataset Description: 

For our experimental analysis, we utilize the 

'adult.data' dataset, a widely used benchmark 

dataset in the field of privacy research. This dataset 

contains demographic information of individuals, 

including attributes such as age, education, 

occupation, and more. The attributes included in 

the dataset are 'age', 'work_class', 'final_weight', 

'education', 'education_num', 'marital_status', 

'occupation', 'relationship', 'race', 'sex', 

'capital_gain', 'capital_loss', 'hours_per_week', 

'native_country', and 'class' [6]. 
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Additionally, we leverage the 'adult_*.txt' files, 

where each row contains two strings separated by a 

comma. The left string represents the children 

node, and the right string represents the parent 

node. These files aid in the implementation of the 

Mondrian algorithm for achieving k-anonymity. 

Implementation of Mondrian Algorithm: 

The Mondrian algorithm is implemented to achieve 

k-anonymity by recursively partitioning the data 

space along different dimensions. The algorithm 

proceeds as follows: 

1. Identify the dimensions (attributes) to be 

partitioned. 

2. Sort the dataset based on each dimension. 

3. Divide the dataset into two or more partitions 

along the dimension that maximizes the data 

entropy. 

4. Repeat the partitioning process recursively until 

each partition satisfies the k-anonymity criterion. 

 

During the partitioning process, sensitive attributes 

are anonymized to ensure that each partition 

contains at least k-1 similar records, thereby 

preserving privacy while maintaining data utility. 

Experimental Setup: 

Parameters Varied: 

- We vary the value of k to evaluate its impact on 

the anonymization process and the resulting utility 

of the anonymized dataset. 

- Additionally, we explore different partitioning 

strategies and dimension selection techniques to 

assess their influence on the algorithm's 

performance. 

Evaluation Metrics: 

- Runtime: We measure the time taken by the 

Mondrian algorithm to anonymize the dataset for 

different values of k and partitioning strategies. 

- Information Loss: We quantify the amount of 

information lost during the anonymization process 

using metrics such as data entropy and attribute 

generalization levels. 

- Anonymity Level: We evaluate the achieved 

anonymity level (k) of the anonymized dataset and 

its impact on privacy preservation. 

 

Preprocessing Steps: 

- Data Cleaning: Handle missing values and 

inconsistencies in the dataset. 

- Attribute Selection: Identify attributes relevant for 

anonymization and privacy preservation. 

- Data Encoding: Encode categorical attributes and 

preprocess numerical attributes if necessary. 

 

By systematically varying parameters, evaluating 

multiple metrics, and implementing preprocessing 

steps, we aim to comprehensively assess the 

performance and practical implications of the 

Mondrian algorithm for achieving k-anonymity on 

the 'adult.data' dataset. 

 

Here's the rewritten content focusing only on the 

Mondrian results: 

 

--- 

Run Mondrian: 

```bash 

python main.py --mondrian 

``` 

Output for Mondrian (detailed csv in results): 

Configuration: 

```json 

{ 

    "k": 10, 

    "maxsup": 20, 

    "samarati": false, 

    "mondrian": true, 
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    "optimal_samarati": false, 

    "data": { 

        "path": "data/adult.data", 

        "samarati_quasi_id": ["age", "gender", "race", 

"marital_status"], 

        "mondrian_quasi_id": ["age", 

"education_num"], 

        "sensitive": "occupation", 

        "columns": ["age", "work_class", 

"final_weight", "education", "education_num", 

"marital_status", "occupation", "relationship", 

"race", "gender", "capital_gain", "capital_loss", 

"hours_per_week", "native_country", "class"], 

        "samarati_generalization_type": { 

            "age": "range", 

            "gender": "categorical", 

            "race": "categorical", 

            "marital_status": "categorical" 

        }, 

        "hierarchies": { 

            "age": null, 

            "gender": "data/adult_gender.txt", 

            "race": "data/adult_race.txt", 

            "marital_status": 

"data/adult_marital_status.txt" 

        }, 

        "mondrian_generalization_type": { 

            "age": "numerical", 

            "education_num": "numerical" 

        } 

    } 

} 

``` 

Row count before sanitizing: 32561 

Row count sanitized: 30162 

Warning: A value is trying to be set on a copy of a 

slice from a DataFrame. Try using 

`.loc[row_indexer,col_indexer] = value` instead. 

(See the caveats in the documentation) 

Loss Metric: 0.26420934260927065 

--- 

**Anonymized Table:** 

``` 

|    age | education_num |       occupation | 

|--------|---------------|------------------| 

|     17 |           3-7 |            Sales | 

|     17 |           3-7 |    Other-service | 

|     17 |           3-7 |    Other-service | 

|     17 |           3-7 |    Other-service | 

|     17 |           3-7 |    Other-service | 

|  77-90 |         15-16 |  Farming-fishing | 

|  77-90 |         15-16 |   Prof-specialty | 

|  77-90 |         15-16 |  Exec-managerial | 

|  77-90 |         15-16 |  Exec-managerial | 

|  77-90 |         15-16 |  Exec-managerial | 

``` 

Runtime 

Mondrian runtime with different k: 

 

 

Loss Metric 
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Mondrian loss metric with different k: 

 

 

These results indicate that the Mondrian algorithm 

achieved a loss metric of approximately 0.26, 

anonymizing the data effectively while preserving 

utility. 

 

Mondrian section with a focus on categorical 

attributes: 

 

--- 

Data Preprocessing for Categorical Attributes: 

In `data_loader.py`, two methods are implemented: 

`preprocess_categorical_column` and 

`recover_categorical_mondrian`. These methods 

are responsible for converting categorical values to 

numerical encoding (from 0 to n-1) and 

recovering/interpreting numerical encoding to 

original values, respectively. 

 

Mondrian algorithm can be directly applied to the 

encoded data. After generalization, the 

interpretation of assigned encoded values (or 

ranges) can be customized in the 

`recover_categorical_mondrian` method. In the 

provided example, '0-1' values are ignored for 

convenience. 

 

For example, take the attribute gender. [Male, 

Female] is encoded as [0, 1]. To run this example, 

edit `utils/__init__.py` as follows: 

- Uncomment the line `'gender': 'categorical'` in the 

`default_data_config[mondrian_generalization_typ

e]`. 

- Change `'mondrian_quasi_id': ['age', 

'education_num']` to `'mondrian_quasi_id': ['age', 

'gender', 'education_num']`. 

After editing the configuration, run: 

```bash 

python main.py --mondrian --k 10 

``` 

Output: 

Configuration: 

```json 

{ 

    "k": 10, 

    "maxsup": 20, 

    "samarati": false, 

    "mondrian": true, 

    "optimal_samarati": false, 

    "data": { 

        "path": "data/adult.data", 

        "samarati_quasi_id": ["age", "gender", "race", 

"marital_status"], 

        "mondrian_quasi_id": ["age", "gender", 

"education_num"], 

        "sensitive": "occupation", 

        "columns": ["age", "work_class", 

"final_weight", "education", "education_num", 

"marital_status", "occupation", "relationship", 

"race", "gender", "capital_gain", "capital_loss", 

"hours_per_week", "native_country", "class"], 

        "samarati_generalization_type": { 

            "age": "range", 

            "gender": "categorical", 

            "race": "categorical", 

            "marital_status": "categorical" 

        }, 
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        "hierarchies": { 

            "age": null, 

            "gender": "data/adult_gender.txt", 

            "race": "data/adult_race.txt", 

            "marital_status": 

"data/adult_marital_status.txt" 

        }, 

        "mondrian_generalization_type": { 

            "age": "numerical", 

            "gender": "categorical", 

            "education_num": "numerical" 

        } 

    } 

} 

``` 

 

Row count before sanitizing: 32561 

Row count sanitized: 30162 

--- 

Loss Metric: 1.1994430683139055 

--- 

Quasi Identifiers in Table: 

``` 

|    age | gender | education_num | 

|--------|--------|---------------| 

|     17 |    0-1 |           3-7 | 

|     17 |    0-1 |           3-7 | 

|     17 |    0-1 |           3-7 | 

|     17 |    0-1 |           3-7 | 

|     17 |    0-1 |           3-7 | 

|  68-80 |    0-1 |            16 | 

|  68-80 |    0-1 |            16 | 

|  68-80 |    0-1 |            16 | 

|  68-80 |    0-1 |            16 | 

|  68-80 |    0-1 |            16 | 

``` 

 

--- 

Anonymized Table: 

``` 

|    age |        work_class | final_weight | education | 

... | capital_loss | hours_per_week | native_country | 

class | 

|--------|-------------------|--------------|-----------|-----|-

-------------|----------------|----------------|-------| 

|     17 |           Private |        65368 |      11th | ... |            

0 |             12 |  United-States | <=50K | 

|     17 |           Private |       245918 |      11th | ... |            

0 |             12 |  United-States | <=50K | 

|     17 |           Private |       191260 |       9th | ... |            

0 |             24 |  United-States | <=50K | 

|     17 |           Private |       270942 |   5th-6th | ... |            

0 |             48 |         Mexico | <=50K | 

|     17 |           Private |        89821 |      11th | ... |            

0 |             10 |  United-States | <=50K | 

|  68-80 |         Local-gov |       146244 | Doctorate | 

... |            0 |             40 |  United-States | <=50K | 

|  68-80 |  Self-emp-not-inc |       173929 | Doctorate 

| ... |            0 |             25 |  United-States |  >50K | 

|  68-80 |           Private |       230417 | Doctorate | ... 

|             

 

 0 |             40 |          China |  >50K | 

|  68-80 |           Private |       194746 | Doctorate | ... 

|            0 |             40 |           Cuba | <=50K | 

|  68-80 |       Federal-gov |        62176 | Doctorate | 

... |            0 |              6 |  United-States |  >50K | 

``` 
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--- 

 

These results demonstrate the application of the 

Mondrian algorithm to categorical attributes, 

achieving anonymization while preserving utility. 

Evaluation 

Runtime Analysis 

The runtime analysis of the Mondrian algorithm 

reveals several insights. As depicted in the figure 

"Mondrian runtime with different k", the 

algorithm's runtime tends to decrease as the value 

of k  increases. This trend is logical since larger 

values of k allow for coarser generalization, 

resulting in fewer iterations needed to satisfy the 

anonymity requirements.  

Loss Metric Analysis 

Regarding the loss metric, the figure "Mondrian 

loss metric with different k" portrays a noteworthy 

observation. The loss metric tends to increase with 

higher values of k. This behavior is consistent with 

the fundamental principle of k-anonymity, where 

larger values of k lead to broader generalizations, 

inevitably resulting in higher information loss. 

IV. Conclusion 

The analysis underscores the effectiveness of the 

Mondrian algorithm in achieving k-anonymity 

while considering runtime efficiency and 

information loss. As kincreases, the runtime 

decreases, reflecting the algorithm's ability to 

efficiently generalize data to meet anonymity 

requirements. However, this efficiency comes at the 

cost of increased information loss, as larger values 

of k lead to broader generalizations. 

 

In practical applications, the choice of k should be 

carefully balanced with the desired level of 

anonymity and the acceptable level of information 

loss. Mondrian provides a flexible framework for 

achieving k-anonymity, allowing practitioners to 

tailor the algorithm's parameters to suit their 

specific privacy requirements and computational 

constraints. 
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